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STUDIJU DALYKO (MODULIO) APRASAS

Dalyko (modulio) pavadinimas Kodas

Kibernetinio saugumo jvadas

Déstytojas (-ai) Padalinys (-iai)

Matematikos ir informatikos fakultetas
Duomeny mokslo ir skaitmeniniy technologijy institutas

Koordinuojantys: Juozas Dautartas
Kitas (-i): dr. Arnoldas Budzys

Studijy pakopa Dalyko (modulio) tipas
Pirmoji Individualiosios studijos
Igyvendinimo forma Vykdymo laikotarpis Vykdymo kalba (-0s)
Auditoriné Rudens semestras Lietuviy

Reikalavimai studijuojanciajam

I$ankstiniai reikalavimai: Gretutiniai reikalavimai (jei yra):
Studentas turéty mokéti naudotis Linux/Windows komandine eilute ir
suprasti pagrindinius tinkly veikimo principus (IP, DNS, HTTP).
Pravartu turéti bet kokios programavimo ar skripty raSymo patirties
(Python, Bash ar pan.), nors tai néra biitina.

Dalyko (modulio) apimtis Visas studento darbo kravis Kontaktinio darbo valandos Savarankisko darbo valandos

kreditais

5 134 64 70

Dalyko (modulio) tikslas: studiju programos ugdomos kompetencijos

Studijy dalyko ,,Kibernetinio saugumo jvadas® tikslas — suteikti studentams bendra supratima apie kibernetinio saugumo pagrindines sgvokas,
gebéjimg identifikuoti dazniausiai pasitaikanciy pazeidziamumy priezastis, suprasti jy pasekmes ir zinoti, kaip jy iSvengti. Kursas orientuotas i
praktinj saugumo Ziniy taikyma, todél studentai mokysis analizuoti informacija, ieSkoti sprendimy ir taikyti prevencines priemones realiose
situacijose.

Dalyko (modulio) studijy siekiniai Studijy metodai Vertinimo metodai

Turés bendrinj supratimg apie kibernetinio saugumo
pagrindines sgvokas.

Gebés identifikuoti ir suprasti dazniausiai aptinkamy
pazeidziamumy pasekmes ir priezastis Windows ir Linux
sistemose bei jy uzkardyma.

Gebés suvokti kompiuterinio tinklo segmentavimo svarba
bei turés bendrinj suvokima apie tinklo pazeidziamumus bei
ju uzkardymga ar prevencija.

Gebeés atlikti su kibernetiniu saugumu susijusios
informacijos $altiniy paieska, analizuoti ir praktiskai taikyti
juose pateikiamas zinias.

Supratimui — paskaitos, konsultacijos
/ egzaminas. Gebéjimui taikyti —
laboratoriniai darbai, individualus
darbas / darby gynimas. Gebéjimui
suprasti literattirg — individualus
darbas, konsultacijos / egzaminas.

Laboratoriniy darby atlikimas bei
rezultaty gynimas, egzaminas rastu
(atvirojo, pusiau atvirojo bei uzdarojo
tipo klausimai ir uzduotys).

Kontaktinio darbo valandos

Savarankisky studiju laikas ir
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1. Ivadas j kibernetini sauguma. Jvadas ] kibernetinj 2 2 4 Literatiiros analizé
9

saugumg — apima informacinio saugumo principus
(konfidencialuma, prieinamumg ir vientisuma), pagrindines
funkcijas ir atsakomybes Sioje srityje, dazniausiai
pasitaikancius pazeidziamumus ir ataky tipus. Taip pat
aptariamos grésmiy grupés, juy klasifikacija, taktika,
procediiros ir priemonés. Si tema padeda studentams
susiformuoti teorinj pagrinda tolimesniam mokymuisi.

pratybos ir laboratoriniai
darbai: praktinis
paskaity turinio
taikymas CTF (angl.
capture the flag) tipo
uzduotyse.




2. Ivadas i tinklo jrangos ir protokoluy paZeidZiamumus. | 12 12 24 20
Tinklo jrangos ir protokoly pazeidziamumai — supazindina su
aktyviu ir pasyviu informacijos rinkimu apie kompiuteriy
tinklus, belaidziy technologijy pazeidziamumais, tinklo
segmentavimo svarba bei tinklo stebéjimo ir apsaugos
pagrindais. Studentai mokosi naudotis analizés jrankiais,
tokiais kaip Wireshark ar Nmap, ir suprasti, kaip tinklo
architektiira gali paveikti sauguma.
3. Windows ir Linux sistemy atakos vektoriai. Trecioji | 12 12 24 20
tema skirta Windows ir Linux sistemy saugumui. Joje
nagringjami $iy sistemy atakos vektoriai, pazeidziamumai ir
ju prevencija. Studentai susipazjsta su piktavaliy
naudojamomis taktikomis, ypa¢ atakuojant Windows Active
Directory aplinkas, bei mokosi taikyti organizacines saugumo
priemones, tokias kaip saugumo stebésenos sistemos.
4. Tinklalapiu paZeidZiamumai ir atakos vektoriai. | 6 8 14 16
Tinklalapiy pazeidziamumai apima dazniausiai
pasitaikan¢ius XSS, SQL jterpimo ir faily jkélimo
pazeidziamumus. Studentai analizuoja §iy pazeidziamumy
veikimo principus ir mokosi juos aptikti bei uzkardyti
naudodamiesi praktinémis uzduotimis, paremtomis OWASP
gairémis.
5. Pasiruosimas egzaminui ir egzamino laikymas. 10
IS viso | 32 32 64 70
Vertinimo strategija Svoris | Atsiskaitymo Vertinimo kriterijai
proc. laikas
Pirmasis laboratorinis darbas: 20 Semestro metu Studentams skiriami individualdis arba grupiniai darbai, apimantys 1-2
tinklo pazeidziamumy analizé temas. Maksimalus baly skai¢ius uz uzduotj yra 20 baly (tai atitinka 20 %
(Nmap, Wireshark). Viso svorio).
Antrasis laboratorinis darbas: 20 Semestro metu Studentams skiriami individual@is arba grupiniai darbai, apimantys 2-3
Windows/Linux pazeidziamumy temy turinj. Maksimalus baly skai¢ius uz uzduotj yra 20 baly (tai atitinka
identifikavimas ir uzkardymas. 20 % viso svorio).
Trecéiasis laboratorinis darbas: 20 Semestro metu Studentams skiriami individualts arba grupiniai darbai, apimantys 3-4
tinklalapiy pazeidziamumy temy turinj. Maksimalus baly skaicius uz uzduotj yra 20 baly (tai atitinka
testavimas naudojant OWASP 20 % viso svorio).
metodikas.
Egzaminas 40 Egzaminy sesijos | Studentai gali laikyti baigiamajj egzamina, jei yra surink¢ minimaly baly
metu skai¢iy — 30 baly, tai sudaro 50 % bendro laboratoriniy darby jvertinimo.
Egzamino metu galima surinkti iki 40 baly, o tai sudaro 40 % galutinio
pazymio. Egzamino metu studentai turi parodyti savo Zinias apie kurso
teoring dalj (1-4 temos) bei pasitilyti sprendimg pateiktai problemai.
Galimas egzamino laikymas eksternu pateikus iSlaikyta HTB Certified
Junior Cybersecurity Associate sertifikata i§ HTB Academy.
Autorius Leidimo | Pavadinimas Periodinio Leidimo vieta ir leidykla ar
metai leidinio Nr. ar | internetiné nuoroda
leidinio tomas
Privaloma literatiira
James Forshaw 2024 Windows Security Internals https://nostarch.com/windows-
security-internals
Nostarch press,
ISBN-13: 9781718501980
OccupyTheWeb 2025 Linux Basics for Hackers, 2nd 2 https://nostarch.com/linux-basics-
Edition hackers-2nd-edition
Nostarch press,
ISBN-13: 9781718503540
Jason Andress 2019 Foundations ~ of  Information https://nostarch.com/foundationsinfos
Security ec
Nostarch press,
ISBN-13: 9781718500044
Papildoma literatiira
HTB Academy 2025 Junior Cybersecurity Analyst Job- https://academy.hackthebox.com/pre
Role Path view/certifications/htb-certified-
junior-cybersecurity-associate
Malcolm McDonald 2020 Web Security for Developers https://nostarch.com/websecurity
Nostarch press,
ISBN-13: 9781593279943



https://nostarch.com/windows-security-internals
https://nostarch.com/windows-security-internals
https://nostarch.com/linux-basics-hackers-2nd-edition
https://nostarch.com/linux-basics-hackers-2nd-edition
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https://academy.hackthebox.com/preview/certifications/htb-certified-junior-cybersecurity-associate
https://nostarch.com/websecurity

COURSE UNIT (MODULE) DESCRIPTION

Course unit (module) title

Code

Introduction to Cybersecurity

Lecturer(s)

Department(s) where the course unit (module) is delivered

Coordinator: Juozas Dautartas
Other(s): Dr. Arnoldas Budzys

Faculty of Mathematics and Informatics
Institute of Data Science and Digital Technologies

Study cycle

Type of the course unit (module)

First

Individual studies

Mode of delivery

Period when the course unit (module) is
delivered

Language(s) of instruction

face-to-face Fall semester

Lithuanian

Requirements for students

Prerequisites:

Students are expected to be proficient in using the command line in
Linux and Windows and to understand the fundamental principles of
how networks work (IP, DNS, HTTP). Experience in programming or
scripting (Python, Bash, etc.) is a strong advantage but not required.

Additional requirements (if any):

Course (module) volume in Total student’s workload

credits

Contact hours Self-study hours

5 134

64 70

Purpose of the course unit (module): programme competences to be developed

Aim of the subject (module) is to understand the basic concepts related to cyber security, be able to identify causes of the most common
vulnerabilities, understand their consequences, and how to prevent them.

Assessment methods

Learning outcomes of the course unit (module)

Teaching and learning methods

Have a common understanding of the basic concepts of
cybersecurity.

Be able to identify and understand the root causes of most
common vulnerabilities in Windows and Linux systems and
how to prevent them.

Will be able to understand the importance of computer

For understanding - lectures,
consultations / exam. To apply the
ability - laboratory works, individual
work / final work. For the ability to
understand literature - individual
work, consultations / exam.

Assessment of laboratory
assignments, written exam (open,
semi-open and closed questions and
tasks).

network segmentation and will have a general
understanding of network vulnerabilities and how to
mitigate them.

Be able to search for resources of information related to
cyber security, analyze them, and apply the knowledge
presented in them in practice.

Self-study work: time and

Contact hours .
assignments
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1. Introduction to cybersecurity. Introduction to cyber | 2 2 4 Literature analysis,

security — covers the principles of information security
(confidentiality, availability, and integrity), key functions and
responsibilities in this area, and the most common
vulnerabilities and types of attacks. It also discusses threat
groups, their classification, tactics, procedures, and measures.
This topic helps students form a theoretical basis for further

learning.

exercises, and laboratory
work: practical
application of lecture
content in CTF (capture
the flag) type tasks.




2. Introduction to network equipment and protocol | 12 12 24 | 20
vulnerabilities.  Network Equipment and Protocol
Vulnerabilities — introduces active and passive information
gathering on computer networks, wireless technology
vulnerabilities, the importance of network segmentation, and
the basics of network monitoring and protection. Students
learn to use analysis tools such as Wireshark and Nmap and
understand how network architecture can affect security.
3. Attack vectors for Windows and Linux systems. The | 12 12 24 | 20
third topic is devoted to the security of Windows and Linux
systems. It examines the attack vectors and vulnerabilities of
these systems and how to prevent them. Students learn about
the tactics used by malicious actors, especially when attacking
Windows Active Directory environments, and learn how to
apply organizational security measures, such as security
monitoring systems.
4. Website vulnerabilities and attack vectors. Website | 6 8 14 16
vulnerabilities include the most common XSS, SQL injection,
and file upload vulnerabilities. Students analyze how these
vulnerabilities work and learn how to detect and prevent them
using practical tasks based on OWASP guidelines.
5. Preparation for the exam and taking the exam 10
Total | 32 32 64 | 70
Assessment strategy Weight, % Deadline Assessment criteria
The first laboratory work: 20 During the Individual or group works are assigned to students covering topics 1-2.
network vulnerability analysis semester The maximum score for the assignment is 20 points (this corresponds to
(Nmap, Wireshark). 20% of the total weight).
The second laboratory work: 20 During the Individual or group works are assigned to students covering quantum
Identification and prevention semester algorithms from topics 2-3. The maximum score for the assignment is 20
of Windows/Linux points (this corresponds to 20% of the total weight).
vulnerabilities.
The third laboratory work: 20 During the Individual or group work is assigned to students covering development
testing website vulnerabilities semester and implementation of an algorithm from a case study in topics 3-4. The
using OWASP maximum score for the assignment is 20 points (this corresponds to 20%
methodologies. of the total weight).
Written examination 40 During the Students can take the final exam if they have earned a minimum of 30
exams session points, which constitutes 50% of the total laboratory work assessment.
During the exam, students can earn up to 40 points, which constitutes 40%
of the final grade. During the exam, students must demonstrate their
knowledge of the theoretical part of the course (topics 1-4) and propose
a solution to the problem presented.
It is possible to take the exam as an externally by submitting a passed
HTB Certified Junior Cybersecurity Associate certificate from HTB
Academy.
Author Year of Title Issue of a Publishing place and house
publication periodical or web link
or volume of a
publication
Compulsory reading
James Forshaw 2024 Windows Security Internals https://nostarch.com/windows-
security-internals
Nostarch press,
ISBN-13: 9781718501980
OccupyTheWeb 2025 Linux Basics for Hackers, 2nd 2 https://nostarch.com/linux-basics-
Edition hackers-2nd-edition
Nostarch press,
ISBN-13: 9781718503540
Jason Andress 2019 Foundations of Information https://nostarch.com/foundationsinf
Security 0sec
Nostarch press,
ISBN-13: 9781718500044
Optional reading
HTB Academy 2025 Junior Cybersecurity  Analyst https://academy.hackthebox.com/pr
Job-Role Path eview/certifications/htb-certified-
junior-cybersecurity-associate
Malcolm McDonald 2020 Web Security for Developers https://nostarch.com/websecurity
Nostarch press,
ISBN-13: 9781593279943
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